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Objective:

The course intends:

1. to enable an understanding of emerging developments
in the cyber-domain and its impact in domestic as well as
international politics;

2. to define the basics of cyber-politics and address
deeper questions relating to politics of information,
digital divide, cyber-freedom and restriction, cyber-
warfare and global cyber-governance; and

3. tofocus on the role of big tech and social media in
changing the landscape of cyber-politics today.

Contents

Unit 1: Introduction to Cyber-Politics: Meaning,
evolution of cyber-politics, and its impact on domestic
politics and international relations, Digital Divide.

Unit 2: Technological Advancement and Politics in
Information Age: Understanding application of
technologies like Artificial Intelligence (Al), Big Data,
Information Warfare, New Social Media and its impact in
influencing politics and international relations.

Unit 3: Digital Geopolitics and Foreign Policy:
understanding use of cyber power in influencing
geopolitics and shaping foreign policy, Cyber-warfare,
case studies of use of digital revolutions in domestic and
international politics: Pegasus spyware, Arab Spring,
Umbrella Revolution, Me Too Movement, Climate Change
Movements.

Unit 4: State and Cyber security: Politics of Cyber
security, historical developments of Cyber security Policy,
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role of the state in Cyber security. Security Versus
Freedom in Cyberdomain.

Unit5: Global Cyber-governance: Debates on Multilateral
, Regional and national approaches to Cyber-governance,
Cases of UN, the EU, OECD, African Union.
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Pedagogy:

lectures/assignments/self-study
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Learning Outcomes

1.Student would be able to understand the meaning and
concept of cyberpolitics.

2. Student would be able to identify the latest
advancements in the digital domain that impact politics.
3. Students would be able to analyse the role of the state
in context of cyber-security.

4.Students would be able to analyse various

governance mechanisms in place in the global cyber-
domain.
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